FROS TECHNOLOGIES
Freelancer Confidentiality and Data Protection Undertaking
Client Financial Accounting and Sustainability Officer
DRAFT FOR LEGAL REVIEW  |  Complete all fields before signing
	Freelancer legal name
	

	Freelancer FROS account email
	

	Client legal/business name
	

	Client FROS account email
	

	Effective date
	



1. Purpose and permitted use
The freelancer will provide independently agreed accounting, financial-record, ESG and greenhouse-gas (GHG) support to the client using FROS tools, including LEDGERAIN, ESGpolicy and the FROS GHG Calculator. Access is limited to the services and data expressly authorized by the client.
2. Confidential information
Confidential information includes client personal data, customer and employee data, financial transactions, bank and payment records, invoices, business plans, credentials, ESG records, emissions activity data and all other nonpublic information learned through the engagement.
The freelancer will not disclose, sell, publish or use confidential information for any purpose outside the authorized engagement, except where required by law.
3. Security and account separation
The freelancer will use their own individual FROS account and will not create the client as an internal business within the freelancer’s FROS profile. The client must maintain a separate FROS user/business account. Access must follow FROS-approved client permissions.
The freelancer will use appropriate access controls, strong authentication, secure devices and reasonable safeguards; will not share passwords; and will promptly report suspected unauthorized access or data loss to the client and FROS through official channels.
4. Data protection and retention
The freelancer will process only the minimum data needed, follow documented client instructions and applicable data-protection law, and not engage additional processors or transfer data outside authorized arrangements without required approval.
At the end of the engagement or upon valid instruction, the freelancer will return or securely delete client information, subject to lawful retention obligations, and cease access. Confidentiality continues after the engagement ends.
5. Independent engagement and incidents
This undertaking does not establish employment with FROS Technologies. Client and freelancer separately agree fees and services. The freelancer will cooperate with lawful access, correction, deletion and audit requests within their role.
Any actual or suspected confidentiality or security incident must be reported without undue delay, with relevant facts and reasonable cooperation in mitigation.
6. Acknowledgment
By signing, the freelancer confirms they understand these obligations. This undertaking does not itself grant access to client information; separate client authorization and platform permissions are required.
Signatures
	Freelancer full name
	

	Freelancer signature
	



	Date and place
	



Retain a signed copy. Submission through FROS is subject to platform verification and review.
